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USE YOUR SCAMERA

Executive
Summary

In an age where humans are becoming increasingly
reliant on technology and have the habit of sharing
personal information online, the number of scams
that are delivered to people's devices increases by
the year. Scams are evolving, and they can take any
form. Reporting scams can help people feel at ease
and reporting can help prevent them from reaching
more people.

This document proposes a campaign strategy that
is centred on highlighting the danger of scam alerts
delivered on digital devices. The campaign urges
individuals to identify, capture and report scam
notifications in a safe fashion. It will communicate
the message through digital media formats such as
a mobile application, website, social media posts as
well as traditional print media such as posters and
bus-stop banners.



The Challenge

= The Issue
= The Brief
= The Sponsor



CAMPAIGN PROPOSAL

The Issue

300,000

Identity theft is a growing issue due to the

rapid growth of the internet and the increasing
dependence on e-commerce, and social media
has created an opportunity for cyber criminals to
steal and utilise personal information to exploit
people's identity. According to Privacy Australia
(Ellis 2023), identity theft occurs when “a criminal
appropriates an individual's personal information

- y
such as name, address, date of birth or Social m I n u tes
Security number to assume that person's identity

to commit theft or multiple types of fraud.” Fraud
in this case is generally the theft of money from
vulnerable individuals, and it is appealing method
to criminals as its relatively risk-free and due to
the ease of concealment (Ellis 2023). Due to the
deceptive nature of scams and fraud, people may
not always be aware that they have been exposed
to or responded to a scam.

The most common types of scams are phishing,
financial advice, buying or selling, computer
support, business email compromise (BEC) and
ransomware.

A person would be considered exposed if a person
received an unsolicited request, invitation, offer

or notification and read, reviewed, or listened to
the material. Being exposed to a scam does not
constitute being a victim of scam. If a person,

after being exposed to a scam, sought further
information or provided personal or financial
information or accessed links associated with the
scam, then they are victims of a scam.




CAMPAIGN PROPOSAL

The Brief

10

Campaign Goal

To create a campaign that targets young Australian
adults and urges them to take precautionary
measures regarding scam texts and emails that are
are involuntary delivered to the user's device. The
purpose of the campaign is to shed light into the
advanced, new era of scams, and prevent cyber-
crimes such as identity theft by prompting users to
identify and report scams. With information spread
from the youth to older generations, the campaign
will hopefully inspire the wider community to take
action against scammers in a safe way without
engaging with or interacting with scammers
themselves.

The Context

The target market of the campaign will be targeted
towards young Australian adults aged between

18 to 28. The campaign will communicate to both
males and females who own devices such as
phones, laptops and tablets and who regularly use
social media by posting and uploading content.
The campaign will also warn the older generation
that are aged between 45-65 who are in a more
vulnerable position of being a scam victim. The
younger target market who tend to be more
progressive for change will be able to spread the
word and help the older generation (such as family
members).

Brand Proposition

The campaign will shed light into the evolving scam
age, where scammers will find alternative ways to
commit cyber crimes (such as humour or pretending
to be a family member). The tone of the campaign
will be informative, serious, ominous to urge the
audience to take quick action. Individuals may not
feel powerful having to deal with a potential scam,
and therefore the messaging will be bold, confident,
and clearly instruct the viewer what to do and what
steps to take.

Key Insights

In Australia, cyberattacks have become more
prevalant, smart and cunning in a world where
Artificial Intelligence is taking over. The future of
technology seems amazing with it's advancements
but with that, it means that technology is also very
unpredictable and that can be daunting. Billions

of dollars every year are spent trying to prevent
hackers and data breaches, and so protection

of personal data and internet use must be taken
seriously. In Australia alone, 300,000 cyber-crimes
are committed every year and in 2022, a cybercrime
was reported to the ACSC (Australian Cyber Security
Centre) every 7 minutes. There are many people
who don't know they've been scammed or have
been exposed to one, so imagine the scams that are
not reported. People are most commonly exposed
to scams via text (47%) or over the phone (48%), and
exposure via text has doubled from 23% to 47% from
2020 to 2022. The future of scams and for scam
victims only seems more grim when these statistics
are observed.

The Media

As the target audience are users of social media,
the campaign will be implemented on social media
platforms like Instagram where posts can be easily
shared to a larger community using hashtags. With
regards to OOH advertising, the campaign will be
advertised as posters and banners on bus stops and
as transit ads in populated areas such as the central
business district in order to effectively reach a wider
audience (both primary and secondary audiences).
Ultimately, the campaign will entice viewers to scan
and download an application dedicated for scam
reporting.

The Sponsor

@ SCAMWATCH

The sponsor of the campaign is Scamwatch, a division of the Australian
Competition and Consumer Commission (ACCC) entirely dedicated to
assist victims of scams. Scamwatch is where Australians are advised to
report scams to, as they use these reports to identify new scams, disrupt
them and warn consumers about smart, new scams. They provide news
and alerts for scam related information and statistics on their main
homepage. They urge individuals to sign up to their email newsletter

to be alerted via their ‘'scamwatch radar

USE YOUR SCAMERA
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Benchmarking
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Act now, stay secure. Learn more at CYBER.GOV.AU

ACT NOW, STAY SECURE.

Act Now, Stay Secure (2021)

This campaign was developed to highlight the
importance of updating devices and software to
help prevent cybercriminals from taking advantage
of personal, private data stored online. It educates
and informs Australians about cyber threats and
promotes cyber.gov.au as the leading cybersecurity
resource, sharing and promoting easy-to-follow
cybersecurity advice for individuals, businesses and
organisations alike. The main aims of the campaign
are to educate & spread awareness. The high

tech aesthetic and visuals that utilise blue reflect
the sophistication of advanced technologies and
screens, which is relevant to the overarching

theme of digital technology.

VISIT CYBER.GOV.AU

AGAINST CYBERCRIME

PaSSWORDs
AR3 A
HSAGE%*!

Password Pain or Dashlane (2020)

Dashlane is a password security manager, and this
campaign urges viewers to create safe passwords
with the help of their service. In their campaign
video advertisment, a situation is shown to be very
grim and dark if one is made to enter a password
they do not remember. It then shows a paradise
that they can enter if they remeber their password.
It uses humour and satire to reminds viewers of the
frustration of not recalling passwords and not using
a password manager service. The catchphrase

‘Password Pain’is memorable, relatable and unique,

making their brand approachable and their call-
to-action of picking either password pain or their
service, very enticing.

USE YOUR SCAMERA
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Benchmarking

CAUNG 5 <
13 5IMPLE /2

RESOLVING

IDENTITY
THEFT...

.NOT
SoMuCH

FOR EXPERT ADVICE ON ALL INFORMATION SECURITY MATTERS AND HOW
TO PROTECT YOURSELF, EMAIL INFORMATION.SECURITY@BBC.CO.UK

BEE SR

Information Security Threats (2014)

This is a series of posters and illustrations
commisioned by BBC. This project was created

to raise awareness on a number of technological
threats such as identity theft and phishing. It uses
geometric illustrative graphics that contrast to
draw attention and have a memorable impact on
the viewer. It works to encourage viewers to think
about the current protection systems they might
have or don't have in place, and urges them to take
further steps to protect their information. It uses
play on words in their copywrighting and references
pop-culture to engage viewers and delivers their
message quickly and simply. It also compares two
situations, being a victim and not being a victim, to
shed light into scams and identity theft.
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ALTHOUGH T MAY APPEARTO J CLICK THAT LINK. ALWAYS PHONE
THE

INFORMATIOQ
SECURITY

MYD3ARWAT50N
CFEATE SOMETUNG SHERLOCK
COULDNT CRACK

A4

RMATIOQ

wros
Stcin

P 1: BE CAREFUL WHO
0 YOUR PERSUNF
DRMATION T0...AND RO

N

W Be very Cautious about giving personal information - age,
address, phone number etc - to people you don't know.

W In public places make sure nobody can hear your
conversations or look over your shoulder when banking,
shopping or making other Confidential online transactions

B Be careful with the amount of personal information
you share online. Only make the minimum available
(your namel on internet profiles such as Facebook and
Linkedin and donit post your acdress or date of birth

p 2: MAKE IT AS DIFFICL
\S POSSIBLE T0 (RACK YOUR

Create strong passwords and use different ones for
different accounts. For a secure password

W use three words or more
W include a symbol and use upper and lower case
letters and numbers.

Remember the more complex and unique to you your
password is the harder it is to crack. Also don't keep a
note of passwords where they could be (st or stolen —
such as in your wallet or next to your personal device.
For more information about staying safe online visit

PROTECT YOUR PERSONAL INFORMATION

WEST YORKSHIRE SICE ActionFraud
éPOLICE m e

Not With My Name (2016)

The ‘Not with my Name' campaign was created

by part of the West Yorkshire Police Department,
with the aim to target criminals and combat the
rising threat that greatly impacts people's lives

and society at large. It is constructed in a leaflet
format, with the purpose to be distributed to
people to educate, inform and spread awareness.
It highlights alarming statistics, shares insights and
provides advice and tips on how to protect personal
information. It also uses bright, intense colours and
graphics to gain attention. The graphics and text
are bold to emphasize the unforgiving and fierce
perspective of the viewer and potential victim.

USE YOUR SCAMERA
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Positioning Positioning

Audience Strategy

= Approximate fit of my campaign

INNOVATIVE MEDIA Bold Design
(INFLUENCERS/SOCIALS)

/ ('\ éusrrolisan ('\ éusrrolisan
ber Security yber Security
_\C \.) C an‘rre /_\C \.) C Centre
PROGRESSIVE, YOUNG OLDER, CONSERVATIVE Casual Tone Serious / Authoritative
AUDIENCE PUBLIC Tone

! DASHLANE |\ DAsHLANE
BBC BBC

TRADITIONAL MEDIA Minimal Design
(PRINT/RADIO/TV)
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Audience Research

20

Target Market

The target audience for the campaign will be
comprised of two main areas:

Males & females aged 18-28 who are regularly
exposed to scam texts, emails or pop up scam
alerts. These are young, progressive thinkers and
individuals who are regular users of online social
platforms such as Instagram.

&

Males & females aged 45 - 65 who are older
than the primary target audience, and are more
vulnerable to falling victim to a scam. These
individuals consume news and media through tv,
radio, and news articles.

Audience Research Insights

In 2019, Australians under the age of 25 lost over $5
million to scams and reports made from this age
group are increasing faster than older generations.

“Young people may think they are tech savvy, but
scammers are adapting and we expect to see more
scams on newer platforms such as Snapchat and
TikTok." (ACCC 2020).

People live increasingly online in 2023. It's
considered normal to create and use many
accounts simultaneously across social platforms
Instagram, Facebook and Youtube, just to name a
few.

Due to the deceptive nature of scams, people are
not always aware that they've been exposed to or
responded to a scam, meaning, statistics could be
even higher (ABS 2023). Most people do not know
that personal data is always at risk when online.

Most people want easy seamless access to
accounts, using the same password for everything.
This however leaves data at risk.

Lockdowns and working from home have changed
the way Australians use the internet, and the
reliance on loT devices, virtual classrooms, online
communications, work, study and day-to-day life
present new opportunities.

USE YOUR SCAMERA
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Persona

Primary Audience

It would so gratifying to report Goals:
a scammer. They shouldn’t be e Wants an easy solution to
able to have this much power report scam mesasages and 1 v

and get away with their phone calls Economy

actions. As an individual with no power
against scammers, Daniel
wants to stop scammers and v
their malicious attacks. He

Age: 21 Years wants to do everything he can.

Issues | care about

Human rights / Freedom

Occupation: Retail employee / Student i
Frustrations:
Status: single Data Privacy
e Uncertain how to report
Location: Melbourne, VIC scam texts. (Do | call a
hotline? How exactly do |
. report a scam?) )
About: . Media Channels:
Daniel is an avid user of all things tech. Tough to manage scam
He loves to share his photography texts and phone calls as a —
online, as well as game with his friends busy workir He finds that
in his spare time. trying to identify whether Traditional
a text is a scam tactually
., . takes up a lot of his time.
Daniel’s take on the issue: Digital

As | have many social media accounts and accounts, | have to be mindful of the G
passwords | use. My details were recently exposed in a data breach, and I've been .

receiving a lot of scam texts these past few months. It's very frustrating and Social
annoying having to deal with these messages as | am a busy person, and sometimes

when | am tired after a long day of working, | don't really pay close attention when

going through my phone. I've never felt so vulnerable about my private information,

and now that it's out there, | could be a next target of a scammer. It's scary just

thinking about how my information could be used to someone else’s advantage.
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The Concept

The campaign goal is to highlight the dangers
and advancement of scams. The campaign, titled,
‘Use your scamera, is about creating awareness
around evolving scams and establishing the next
steps to be taken when exposed to scams in the
form of identifying, capturing and reporting. Due
to data breaches, many people experiencing
feeling vulnerable having their personal information
exposed, thus, it is important to empower people
and implement a campaign people will find
extremely useful and valuable.

The campaign purpose is to prompt people to
report suspicious phone numbers and capture
screenshots of potential scams and upload them
into the scamera mobile application or website.
The social media posts on Instagram will highlight
alarming statistics and alert the online community
by sharing the newest scams which trick people
through the use of humour and family members.
Through instagram, polls, quizzes and stories

can be implemented to engage the community.
For example, asking them to guess which of the
following is a scam, and build on their awareness of
scams.

The tone of the campaign will be serious, intended
to shock and urge people to take action against
scams in the safest way possible.

This concept was chosen to be the most feasible,
desirable and unique to competitors in the market.
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Design development Design development
Moodboard Typography & Logo
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Refined Brandmark

The refined logo utilises the icon figure in the
centre, and incorporates an eye and a red recording
symbol. The purpose of this logo is to signify that
this involves scammers, and they're watching you.
However, you could also look at it and think that the
recording aspect can be a good thing, as scammers
do not want their actions to be noticed/recorded.

It sort of flips the narrative and symbolises the
recording of the scammer, and with regards to the
campaign objectives, it signifies that the people will
not tolerate scams and they will now take charge
28 and record/report the scammers. 29
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Design development Design development

Poster Design & Graphics Refined Posters

= It's the era of scams, read with caution.
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scam spotted,
read with

(S Hl] |

(@ scamwarcH

Sl = O 2

(O SCAMWATCH =
(@ scamwarcH sopatih e ® #spotthescam

#spotthescam
use your scamera.

Poster mock-ups

A3 Posters were designed for the campaign to be distributed on bus-stop posts,
billboards and large poster banners across metropolitan areas. The poster
incorporates a QR feature that allows users to visit the Scamera social media profile
on Instagram to keep track of the latest scams, alerts and statistics.

it's the
era of scams,
spotit

Hﬂnmfﬂ' #spotthescam use your scamera.

all it takes.

use your scamera.
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Design development

Website

Design development

Mobile Application
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App wireframes

Mobile App Design

Website wireframes
Wireframes for the pages ‘Upload & Report' ‘Resources’, ‘My Reports' and the main

homepage of the scamera website was developed.

L ®a L i - @a
Upload & Report A
D owme REPORT DASHBOARD News & Media Upload & Report
“H 1 fentity theft and ' l /SCREENSHOT
i
UL e OR
(15502
Reporta scam #
HIMUM' scams are surfacing & people are falling for "22222,}2%15’
them. ] L
@ﬁﬁﬂ[ﬂ[ﬁﬂ B — P— @a @ﬁﬁﬂ[ﬂ[ﬁﬂ N — f— @a REPORT DASHBOARD .
Resources My Reports
CHAT WITH US
ENTER SUSPICIOUS

How to stay protected v oo v v/ PHONE NUMBER

FAQs v View > View > View> Here's how to protect your personal online data in
three simple steps.

Support helplines v

. v v v |- v .

a a
UPLOAD PROFILE UPLOAD UPLOAD PROFILE

Website mock-ups Mobile app mock-ups
An mobile app was designed for the campaign. This app will enable users of the

On the website, users can upload potential scams to check if they've recieved a
app to upload and report suspicious text messages and scams, as well as browse
news and media related to cybersecurity. Users, having uploaded and reported a

scam screenshot or scam phone number, can check the status of their report claim
on the dashboard, where the scamera app will inform users about the conditions of
the report (blocked/stopped the number, identified scam in message, etc.)

scam message. The website offers support resources as well including hotlines,
FAQs, blog articles and tips on how to stay protected online from scammers.

32
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Design development

Social Media

scam spotted, read with caution.

here's how you can : ; o
spot scams > i : it e

4
:

Scam exposure via text
e J i & has doubled from 23% to
#spotthescam 47% from 2020 to 2022...

Use your

In Australia alone,
300,000 cybercrimes

Report scams using were reported in 2022...

the scamera app today

Hi mum scams are circulating.

Use your scamera. #Spot the scam.

#spotthescam

(S Bl

P One clickis a

o

the scam

If you've had

your data exposed in

a data breach, you
need to

the scam

from scammers.

Social Media post mock-ups

On the main social media page hosted on Instagram, users can stay up to date with
the latest scams in the media, read relevant news articles and blog material, learn
how to stay safe online and be given insights into the situation through informative

statistics. The social media page also utilises the hashtage #spotthescam and
enables users of the social media app to share their scam stories.
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Design development

Animation
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Animatic Storyboard sketch

Key frames and transitions are included in this storyboard sketch. It will feature
statistics, the campaign name and tagline, and urge viewers of the animation to
download the scamera app to identify and report scams.

USE YOUR SCAMERA
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Style Guide

Brand Identity

Final Brandmark

Colour B,

S,

T T
e €@ SR

Vertical Logo + Type

Horizontal Logo + Type

Colour Specifications

Typefaces

Acumin Variable Concept (Bold)
This font is the primary typeface used across all touchpoints including the poster
designs, social media posts and short campaign animatic.

HAMIND

This font, Kamino, is the typeface used for the campaign brand mark. It utilises a custom
font weight.
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Implementation

Campaign Poster

era of scams,
spot it.

EAnERd

#spotthescam

scam spotted, read
with caution.

USE YOUR SCAMERA
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Implementation

Campaign Website

40

How to stay protected
FAQs
Support helplines

Blog

Implementation
Campaign App

Sotting®

USE YOUR SCAMERA
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Implementation

Campaign Social Media
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. read with caut

Report scams using
the scamera app today
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Hiyou've had
your data exposed in

a data breach, you
need to

from scammera.

Photo

@ scamera

1O

" Scam exposure via text
_has doubled from 23% to
47% from 2020 to 2022...

YHG

Scamera #spotthescam #scamera
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Implementation

Animation

In the era of scams

STEP 1

READ WITH CAUTION...

link to animation

In the era of scams
... anyone can
to one.

STEP 2

SPOT THE SCAM REPORT IT USING

YOUR SCAMERA

https.//vimeo.com/835428298?share=copy

& STEP 3

USE YOUR SCAMERA

23% to 47%
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Conclusion

By incorporting and combining multiple campaign
medias to combat the growing issue of scams

in Australia, this increases the chance of people
taking up an offer for the greater good. As the
campaign is targeted towards young adults, their
passion and drive for positive change and reform
will inspire a larger set of groups to take action. It
was initially recognised that older groups aged 45-
65 would be more susceptible to falling victims to
scams, however, younger people are increasingly
becoming affected as the years progress due

to the evolving nature of scams and fraudulant
notifications.
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'IDCARE Official Website | Identity Theft & Cyber Support’ 2015, Idcare.org, viewed
17 April 2023, <https.//www.idcare.org/>.

Moodboard / Inspiration

‘Identity Theft' 2013, Pinterest, viewed 1 May 2023, <https.//www.pinterestcom.au/
altiparmakseren/identity-theft-campaign-moodboard/>.

Illustrations / Designs

'‘QR Code Generator | Create Your Free QR Codes' 2019, Qr-code-generator.com,

viewed 1 June 2023, <https.//www.qr-code-generator.com/>.

Persona / Roleplay

Cameron, JM 2020, ‘Photo of Woman and Boy Sitting on Couch - Free Stock
Photo', Pexels, Pexels, viewed 20 April 2023, <https.//www.pexels.com/photo/
photo-of-woman-and-boy-sitting-on-couch-4145352/>.

Schnagl, T 2020, ‘Man in Brown Coat and Black Cap - Free Stock Photo', Pexels,
Pexels, viewed 20 April 2023, <https./”/www.pexels.com/photo/man-in-brown-
coat-and-black-cap-5588224/>

Sharma, C 2017, ‘User Persona & Scenario Template: FREE DOWNLOAD,
Behance, viewed 20 April 2023, <https.//www.behance.net/gallery/56953021/
User-Persona-Scenario-Template-FREE-DOWNLOAD>,

‘Values Segments - Roy Morgan Research’' 2022, Roymorgan.com, viewed 19 April

2023, <https.//www.roymorgan.com/products-and-tools/values-segments>.

Mockups

‘Realistic instagram photo frame on smartphone Free Vector' 2019, Freepik,
viewed 3 June 2023, <https.//www.freepik.com/free-vector/realistic-
instagram-photo-frame-smartphone_4264406 htm#query=iphone%2013%20

mockup&position-7&from_view-keyword&track-ais>.

‘Free MacBook Pro with Vase Mockup' 2023, Dribbble, viewed 4 June 2023,
<https.//dribbble.com/shots/19029781-Free-MacBook-Pro-with-Vase-Mockup>.

‘Free Phone App Presentation Mockup' 2020, Free Design Resources, viewed
4 June 2023, <https.//freedesignresources.net/free-phone-app-presentation-

mockup/>.

10S 14 Homescreen, Reddit, viewed 4 June 2023, <https./i.redd.it/uoi1427dqvlr41,
png>

‘A large billboard with interesting information and advertising on it installed

along a wide street in the city center Free PSD' 2020, Freepik, viewed 6 June
2023, <https.//www.freepik.com/free-psd/large-billboard-with-interesting-
information-advertising-it-installed-along-wide-street-city-center_9016091.

htm#query=bus%20stop%20mockup&position-0&from_view=keyword&track=ais>.

Animation

Music from #Uppbeat (free for Creators)):
https.//uppbeatio/t/kevin-macleod/lightless-dawn
License code: DHYJLVRFKSBZNPMC
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